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Application Insights 

Overview

Ajit Kotwal



Overview of Application Insights for Dynamics 365

A powerful, extensible Application Performance Management (APM) service extending Azure 

Monitor.

• Monitoring and Diagnostics

• Monitor live applications and provide detailed insights into application performance, user activities, and diagnostic 

data.

• User Interaction Analysis

• Understand how users interact with the application through detailed telemetry data.

• Custom Metrics and Logs

 Define custom metrics and log events to track specific parts of your application.

• Enhanced Performance

 Identify and resolve performance bottlenecks quickly.

• Proactive Issue Detection

 Automatically detect and diagnose issues before they impact users.

• Data-Driven Decisions

 Use detailed insights to make informed decisions, improve user experience, and drive application development.



Solution Architecture Overview

Application Insights overview - Azure Monitor | Microsoft Learn

https://learn.microsoft.com/en-us/azure/azure-monitor/app/app-insights-overview?tabs=net


Lifecycle Services:

When a change is 

needed

Lane Swenka



The need to change can be obvious…

• Rate of growth is increasing

• Style is no longer ‘cool’

• Mom says so



CIO
CISO Operations Director

How can I monitor for 

performance?

How can I stay on top of 

configuration changes?

How can I gain visibility to 

who is using the software?

How can I easily search 

logs for troubleshooting?

Evolving Landscape Drive to unlock AI-driven scenarios | Growing app sophistication | Evolving regulatory requirements | Increasingly dynamic workforce

Outgrowing the 

solution...



Capabilities migration

Feature Set Direction Communications

Activity Queries AppInsights Message Center, LCS Banner

SQL Insights AppInsights Message Center, LCS Banner

Health Metrics AppInsights LCS Banner

SQL Actions Support / Internal 

Automation

Message Center, LCS Banner



Dynamics 365 

Finance and SCM

Kenny Saelen

Sr. R&D Solution Architect



Dynamics 365 Finance & SCM Available Telemetry

Dynamics 365 Finance & SCM maps 4 main telemetry types to Application Insights tables 

Telemetry type Application Insights table name

Form loads pageViews

X++ exceptions Exceptions

Custom Events customEvents

Custom Metrics customMetrics

CustomEvents will contain most of the telemetry

• Warehouse related telemetry events

• Slow queries

Monitoring and Telemetry with Microsoft Dynamics 365 Finance and Microsoft Dynamics 365 Supply Chain Management | 

Microsoft Learn

https://learn.microsoft.com/en-us/dynamics365/fin-ops-core/dev-itpro/monitoring-telemetry/
https://learn.microsoft.com/en-us/dynamics365/fin-ops-core/dev-itpro/monitoring-telemetry/


Finance & SCM – Form loads

https://github.com/microsoft/Dynamics-365-FastTrack-FSCM-Telemetry-Samples

Provides telemetry on form executions:

• Most used forms

• Executions, min / max / avg timings

• Form duration trend

• ActivityId correlation

https://github.com/microsoft/Dynamics-365-FastTrack-FSCM-Telemetry-Samples


Finance & SCM – X++ errors

https://github.com/microsoft/Dynamics-365-FastTrack-FSCM-Telemetry-Samples

Provides telemetry on X++ errors:

• Error information including callstack

• Summarization by execution mode / timeline / error message

https://github.com/microsoft/Dynamics-365-FastTrack-FSCM-Telemetry-Samples


Finance & SCM – Slow queries

https://github.com/microsoft/Dynamics-365-FastTrack-FSCM-Telemetry-Samples

Provides telemetry on slow query statements reported by the AOS:

• Slow queries by query type

• Top slow queries with callstack

* Requires flight

* Should be used in sandboxes to reproduce 
issues and in combination with Query Store 

to retrieve query plans.

https://github.com/microsoft/Dynamics-365-FastTrack-FSCM-Telemetry-Samples


Adding custom telemetry through the API

 [PostHandlerFor(tableStr(SysUserLog), tableMethodStr(SysUserLog, insert))]

 internal static void logUserLogOn(XppPrePostArgs _args)

 {

     if(     SysIntParameters::Find().CaptureUserSessions

         &&  SysApplicationInsightsTelemetryHelper::useSysApplicationInsightsTelemetryLogger())

     {

         SysUserLog  sysUserLog = _args.getThis();

         UserInfo    userInfo;

         select firstonly RecId, ObjectId 

             from    userInfo 

             where   userInfo.id == sysUserLog.UserId;

         SysApplicationInsightsEventTelemetry eventTelemetry = SysApplicationInsightsEventTelemetry::newFromEventIdName('Admin001', 'UserLogOn');

         eventTelemetry.addProperty(SysApplicationInsightsUserIdProperty::newFromValue(sysUserLog.UserId));

         eventTelemetry.addProperty(SysApplicationInsightsUserObjectIdProperty::newFromValue(guid2Str(userInfo.ObjectId)));

         eventTelemetry.addProperty(SysApplicationInsightsUserLogBuildNumberProperty::newFromValue(sysUserLog.BuildNum));

         eventTelemetry.addProperty(SysApplicationInsightsUserLogSessionIdProperty::newFromValue(int2Str(sysUserLog.SessionId)));

         eventTelemetry.addProperty(SysApplicationInsightsUserLogBuildNumberProperty::newFromValue(sysUserLog.BuildNum));

         eventTelemetry.addProperty(SysApplicationInsightsComputerNameProperty::newFromValue(sysUserLog.Computername));

         SysApplicationInsightsTelemetryLogger::instance().trackEvent(eventTelemetry);

     }

 }

Custom X++ code

SysApplicationInsights

TelemetryLogger

Application Insights 

resource

Telemetry Datacontract



Custom dual write telemetry



DEMO

Configure monitoring and telemetry

Azure Portal retrieve raw logs

Azure Portal features: session timeline & user flows

Azure Data Explorer form load telemetry dashboard





D365 Warehouse 

telemetry

Michael Fruergaard 

Pontoppidan



Michael Fruergaard Pontoppidan

Group Engineering Manager, Microsoft

mfp@microsoft.com



Examples

Understand the responsiveness of mobile devices



Examples

Understand your fleet of mobile devices



Examples

Understand the battery health of mobile devices



Examples

Understand Location Directives performance



Bring your own App Insights:

• OOB insights for monitoring and 

troubleshooting:

• Mobile app processing time.

• Mobile app network latency.

• Mobile device rendering speed.

• Mobile device battery usage.

• Backend next page preparation time.

• Backend image preparation time.

• Location directive performance.

• Wave processing performance.

• and so on.

Warehouse monitoring 

and troubleshooting

https://learn.microsoft.com/en-us/dynamics365/supply-chain/warehousing/application-insights-monitor-usage-performance

https://learn.microsoft.com/en-us/dynamics365/supply-chain/warehousing/application-insights-monitor-usage-performance


Dataverse 

Application Insights

Hemanth Kumar



D365 CE Applications available telemetry

D365 CE telemetry is mapped to standard schema tables defined by App Insights and stored in 

Logs

Telemetry type Application Insights table name

Unified Interface page loads pageViews

Unified Interface outbound network requests Dependency

Dataverse API incoming calls Request

Plug-in executions Dependency

SDK executions 

(Retrieve, RetrieveMultiple, FetchXML transform
ation, and so on)

Dependency

Exceptions during the execution of plug-in and 

SDK calls
Exceptions

Overview of integration with Application Insights - Power Platform | Microsoft Learn

https://learn.microsoft.com/en-us/power-platform/admin/overview-integration-application-insights


Key Use Cases

Performance 

Monitoring
Error Detection

Dependency 

Analysis

User Interaction 

Tracking

Callout: “Telemetry 

provides insights, 

not activity logs” 



Activity Logging and Auditing

 Application Insights focuses on 

telemetry and monitoring.

 Use comprehensive auditing for 

detailed activity logs.

 Admin activity logging for 

governance and compliance. 

Resources

 https://learn.microsoft.com/en-

us/power-platform/admin/enable-

use-comprehensive-auditing 

 https://learn.microsoft.com/en-

us/power-platform/admin/admin-

activity-logging 

https://learn.microsoft.com/en-us/power-platform/admin/enable-use-comprehensive-auditing
https://learn.microsoft.com/en-us/power-platform/admin/enable-use-comprehensive-auditing
https://learn.microsoft.com/en-us/power-platform/admin/enable-use-comprehensive-auditing
https://learn.microsoft.com/en-us/power-platform/admin/admin-activity-logging
https://learn.microsoft.com/en-us/power-platform/admin/admin-activity-logging
https://learn.microsoft.com/en-us/power-platform/admin/admin-activity-logging


Implementing Custom Telemetry in Dataverse

Introducing Custom Telemetry:

 Utilize the ILogger interface in plug-ins for tailored telemetry.

 Directly logs data to your Application Insights resource.

Benefits:

 Gain deeper insights into custom plug-in performance.
 Facilitate proactive issue detection and resolution.

 Enhance overall system observability.

Reference: Write Telemetry to your Application Insights resource using Ilogger

Custom PlugIn 

code

ILogger Interface

Application 

Insights resource

https://learn.microsoft.com/en-us/power-apps/developer/data-platform/application-insights-ilogger


DEMO





Resources

 Telemetry events for Microsoft Dataverse - Power Platform | 

Microsoft Learn

 Application Insights telemetry with Microsoft Dataverse - Dynamics 

365 | Microsoft Learn

 Conversation diagnostics in Azure Application Insights (preview) - 

Power Platform | Microsoft Learn -> refer to us for more information on how to access the preview

 Email for private preview of Unified Routing diagnostics telemetry in Application Insights: 

D365CS_Diagnostics@microsoft.com

 Dataverse dashboards : Dynamics-365-FastTrack-Implementation-Assets/Customer Service/ComponentLibrary/AppInsights-Telemetry/Dataverse at master · 

microsoft/Dynamics-365-FastTrack-Implementation-Assets · GitHub

https://learn.microsoft.com/en-us/power-platform/admin/telemetry-events-dataverse
https://learn.microsoft.com/en-us/power-platform/admin/telemetry-events-dataverse
https://learn.microsoft.com/en-us/dynamics365/guidance/resources/cs-dataverse-appinsights
https://learn.microsoft.com/en-us/dynamics365/guidance/resources/cs-dataverse-appinsights
https://learn.microsoft.com/en-us/power-platform/admin/conversation-diagnostics-application-insights
https://learn.microsoft.com/en-us/power-platform/admin/conversation-diagnostics-application-insights
mailto:D365CS_Diagnostics@microsoft.com
https://github.com/microsoft/Dynamics-365-FastTrack-Implementation-Assets/tree/master/Customer%20Service/ComponentLibrary/AppInsights-Telemetry/Dataverse


D365 Field Service

Jason du Plessis



Dynamics 365 Field Service Monitoring

Leverage standard Model-driven and Dataverse 

telemetry for Field Service Scenarios including
• Network Availability and Performance

• Page Load Times
• Detailed UCI failure events

Field Service Mobile Offline specific telemetry 

provides insights into the synchronization process

 Sync Summary

 Sync Errors

 Sync Performance

 Sync payload

 Sync Details

Monitoring



Field Service Mobile Offline Telemetry

 Admins can now proactively identify challenges, monitor Mobile 

Offline telemetry, and optimize offline sync performance.
 Gain early visibility into potential issues. 

 Enhance the performance of offline sync processes

 Keep track of data changes

Separate telemetry export enabled under Power Apps -> Mobile app synchronization and 

actions, exported to the dependencies table in Azure Application Insights



DEMO



Alerting Setup

Kenny Saelen



Alerts

Create Azure Monitor alert rules - Azure Monitor | Microsoft Learn

https://learn.microsoft.com/en-us/azure/azure-monitor/alerts/alerts-create-new-alert-rule?tabs=log


Application Insights Cost 

Model

Kenny Saelen



Application Insights Cost Model

Understanding the Azure Monitor costing model

 Azure monitor pricing calculator

 Azure Monitor cost and usage - Azure Monitor | Microsoft Learn

• Ingestion, retention, and export of data in Log Analytics workspaces is the main cost driver.

Cost optimization best practices

 Configure the right pricing tier for storage based on overall estimated data volume.

 https://learn.microsoft.com/en-us/azure/azure-monitor/logs/data-platform-logs#table-plans

 Configure data retention and archiving.

 Manage data retention in a Log Analytics workspace - Azure Monitor | Microsoft Learn

 Setup alerting for high data collection.

 Set up alerts on Azure Advisor cost recommendations for Log Analytics workspaces.

 Use configuration / sampling / filtering where possible to reduce unneeded telemetry.

Understand and control costs - Finance & Operations | Dynamics 365 | Microsoft Learn

https://learn.microsoft.com/en-us/azure/azure-monitor/cost-usage
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/data-platform-logs
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/data-retention-configure?tabs=portal-3%2Cportal-1%2Cportal-2
https://learn.microsoft.com/en-us/dynamics365/fin-ops-core/dev-itpro/monitoring-telemetry/monitoring-understanding-and-controlling-cost


Cost Model – Plan comparison

Azure Monitor cost and usage - Azure Monitor | Microsoft Learn

https://learn.microsoft.com/en-us/azure/azure-monitor/cost-usage


Cost Model – Different types of data retention

Azure Monitor cost and usage - Azure Monitor | Microsoft Learn

https://learn.microsoft.com/en-us/azure/azure-monitor/cost-usage


Resources



Field Service Mobile Offline Resources

Telemetry events for mobile app synchronization and actions 

(preview) - Power Platform | Microsoft Learn

Sample telemetry dashboard for Field Service mobile app offline 

profile usage - Dynamics 365 | Microsoft Learn

Follow the series of Mobile Offline best practices for assistance in 

mitigating common issues Best Practices for Offline Mode in the Field 

Service mobile app - Part 1  - Microsoft Dynamics 365 Blog

https://learn.microsoft.com/en-us/power-platform/admin/telemetry-events-mobile
https://learn.microsoft.com/en-us/power-platform/admin/telemetry-events-mobile
https://learn.microsoft.com/en-us/dynamics365/guidance/resources/fs-mobile-offline-sample-telemetry-dashboard
https://learn.microsoft.com/en-us/dynamics365/guidance/resources/fs-mobile-offline-sample-telemetry-dashboard
https://www.microsoft.com/en-us/dynamics-365/blog/administrator/2023/11/06/best-practices-for-offline-mode-in-the-field-service-mobile-app-part-1/
https://www.microsoft.com/en-us/dynamics-365/blog/administrator/2023/11/06/best-practices-for-offline-mode-in-the-field-service-mobile-app-part-1/


Microsoft Learn articles:
    - Warehouse
    - Finance and SCM
    - Dataverse Ilogger Interface

Application Insights dashboard 
Resources:
• Fast Track telemetry samples
• Dataverse dashboards
• Field service dashboard

https://learn.microsoft.com/en-us/dynamics365/supply-chain/warehousing/application-insights-monitor-usage-performance
https://learn.microsoft.com/en-us/dynamics365/fin-ops-core/dev-itpro/monitoring-telemetry/
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/application-insights-ilogger
https://github.com/microsoft/Dynamics-365-FastTrack-FSCM-Telemetry-Samples/tree/main/Dashboards/AzureDataExplorer
https://github.com/microsoft/Dynamics-365-FastTrack-Implementation-Assets/tree/master/Customer%20Service/ComponentLibrary/AppInsights-Telemetry/Dataverse
https://github.com/microsoft/Dynamics-365-FastTrack-Implementation-Assets/tree/master/Field%20Service/Analytics


Prerequisites for using Application Insights in D365

1. Azure Subscription

2. Application Insights environment (Requires Contributor, Writer or Admin rights)

3. Application insights environment must be unique for an environment or tenant

4. Dataverse Environment (For Power Platform and D365 CE)

5. The feature is turned on & supported for Managed Environments only (For Power 

Platform)



Let’s stay connected!

 FastTrack LinkedIn
 https://www.linkedin.com/company/fasttrackdynamics365/

 Dynamics 365 Community YouTube page
 https://www.youtube.com/@MSD365Community/

 Subscribe for upcoming TechTalk notification
 https://aka.ms/D365TechTalksSubscribe

 Ask questions or suggest ideas to FastTrack for App Insights here
 d365AppInsights@microsoft.com

 Application Insights Viva Engage:
 (730) Viva Engage : Dynamics 365 and Power Platform Preview Programs : AppInsights 

Integration for Telemetry and Debugging : New Conversations

https://www.linkedin.com/company/fasttrackdynamics365/
https://www.youtube.com/@MSD365Community/
https://aka.ms/D365TechTalksSubscribe
mailto:d365AppInsights@microsoft.com
https://www.yammer.com/dynamicsaxfeedbackprograms/?show_login=true
https://www.yammer.com/dynamicsaxfeedbackprograms/?show_login=true


QR code and link to survey (Session #2)
:

  

Survey link:
https://forms.office.com/r/YKDfVpspz3

https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fforms.office.com%2Fr%2FYKDfVpspz3&data=05%7C02%7CAjit.Kotwal%40microsoft.com%7C8c1f3f12c6064c0eb49808dd395caf29%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C638729792491714958%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=5L9hUxenHm8e2tY4Xoo%2Bp4Kb6aeH9jsiUovyrofRRmo%3D&reserved=0


QUESTIONS

50



Thank you!   

Dankie Faleminderit Shukran Chnorakaloutioun

Děkuji Tak Dank u Tänan

Hvala Blagodaria

Kiitos Merci Danke Ευχαριστώ 

Mahalo  . תודה Dhanyavād Köszönöm Takk Terima kasih Grazie 

감사합니다 Paldies Choukrane Ačiū
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