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Dataverse inbound integrations
Different approaches

Dataverse APlIs Ul integration

Organization Service — defines
the operations supported by

Power Automate - SaaS, low-
code/no-code, using prebuilt or

Virtual Tables — integrate data
from external systems,

the platform as messages,
provides an SDK for NET
development.

Web API — can be used across
a wide variety of programming
languages, platforms, and
devices. All the same
operations as the SDK for .NET
but presented in RESTful style.

custom connectors.

Logic Apps — PaaS, low-
code/no-code or pro
development, using prebuilt or
custom connectors.

Data Factory — managed
cloud service for complex ETL
and data integration projects.

represented as Dataverse
tables.

Custom Controls/Pages — add
full pages, dialogs, or panes in
a model-driven app with the
flexibility of canvas designer.

Reports - embed Power Bl
reports in model-driven apps.



Do you need to write
code to interact with
Dataverse?

e.g.. you are
implementing a web
service, or custom
application interacting
with Dataverse, etc.

Define your approach

Can your code be
implemented with .NET
or are you in a different

context?

e.g.. extending an
existing application
which (s written in a
different language YES

YES

NO

Evaluate

connectors
NO

Use SDK
Assemblies

Use OData with
MSAL library




Define your approach

Are you implementing a Licensing/cost
data-centric approach management?
to move huge amount
of data? ALM strategy (Power
Platform solutions vs
Are you |mplemer)t|ng Azure resources)? o
event orchestration
between applications? Design tools/skills?

Orchestration

|

Logic Apps

Durable
Functions

H '9h volumes Data Factory

pipelines

[
»

Data migrations
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Define your approach

Web API and the Organization service | Microsoft Learn

Learn about MSAL | Microsoft Learn

Get started with virtual tables | Microsoft Learn

Converge model-driven and canvas apps using the custom page | Microsoft Learn

Embed a Power Bl report in a model-driven app main form | Microsoft Learn

Integration and automation platform options in Azure | Microsoft Learn

Power Automate connectors | Microsoft Learn - Logic Apps connectors | Microsoft Learn

Introduction to Azure Data Factory - Azure Data Factory | Microsoft Learn



https://learn.microsoft.com/en-us/power-apps/developer/data-platform/webapi/overview#web-api-and-the-organization-service
https://learn.microsoft.com/en-us/entra/identity-platform/msal-overview#languages-and-frameworks
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/virtual-entities/get-started-ve
https://learn.microsoft.com/en-us/power-apps/maker/model-driven-apps/model-app-page-overview
https://learn.microsoft.com/en-us/power-apps/maker/model-driven-apps/embed-powerbi-report-in-system-form
https://learn.microsoft.com/en-us/azure/azure-functions/functions-compare-logic-apps-ms-flow-webjobs
https://learn.microsoft.com/en-us/connectors/connector-reference/connector-reference-powerautomate-connectors
https://learn.microsoft.com/en-us/connectors/connector-reference/connector-reference-logicapps-connectors
https://learn.microsoft.com/en-us/azure/data-factory/introduction

Processing an incoming
message

Example scenario



Inbound example — message from Service Bus queue

Dataverse Azure Function Service Bus queue External application

Integrate data with Azure service bus

Service Bus allows the management of simple queues (Send-Receive scenario) or more complex
topic/subscription definition (Publish-Subscribe scenario). External applications can add a message to a queue
by performing HTTP POST operations. Azure Functions can be triggered by the event of a message being
added to a queue. Inside the Azure Function, .NET code can interact with the Organization Service to perform
operations against Dataverse.



Inbound example — message from Service Bus queue



Inbound example — message from Service Bus queue

Azure Functions ¢  Awre  Cloud

Functions worker ()
.NET 6.0 (Long Term Support)
Function @)

Service Bus Queue trigger

v'| Use Azurite for runtime storage account (AzureWebJobsStorage) 0]

Enable Docker

Connection string setting name @
integrationworkshop
Queue name

crm-im portcontactsl




Inbound example — message from Service Bus queue



Inbound example — message from Service Bus queue



Inbound example — message from Service Bus queue



Inbound example — message from Service Bus queue



Processing an incoming
message

Demo
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Demo — message from Service Bus queue

Dataverse Function Service Bus  External app

Send Message

POST https://integrationworkshop.servicebus.windows.net/crm-importcontacts/messages

Params Authorization e (10) Body re-request Script

form-data x-www-form-urlencoded @ raw binary GraphQL

"FirstName": "Michele"
"LastName": '
“Email": "m
"CompanyCode" :

"CompanyName" :

Response
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Demo — message from Service Bus queue

Dataverse Function Service Bus  External app
Peek Mode v > Send messages = () Refresh Show message body ' ¢33 Settings [2] Leanmore 27 Give feedback
- MESSEQE Counts Queue (1) Dead-letter (0)
Active Scheduled C' Peek from start —> Peek next messages [Zn Peek with options
O messaces O messaces Showing 0 of 1 messages
|:| Sequence Number Message ID Enqueued Time Delivery Count State Body ...

Peek or receive messages to view them here.



Demo — message from Service Bus queue

Invocations  Logs

Success Count

®s

Last 30 Days

Invocation Traces

Error Count

Do

Last 30 Days

The twenty most recent function invocation traces. For more advanced analysis, run the query in Application Insights.

' Run query in Application Insights () Refresh

‘ N’ Filter invocations

Date (UTC)

2023-11-01 17:04:38.511
2023-11-01 17:03:09.659
2023-10-29 15:24:05.147
2023-10-29 15:23:34.291

2023-10-29 15:21:38.144

Success

@ success
@ success
@ Success
@ success
@ Success

Result Code

Duration (ms)

3445
§991
423

375

b4525

()
U

Dataverse Function

Operation Id
f03cb175¢151cb61040be850ba0ffcfo
e646452234392140e51a9e7251931ed5
740e13f7937c08c70e16ddd21df9a7d2
149269797e7303ea22269d41161300d3

672e2bd92636175eee1fef10907b250f

9

Service Bus

©

External app



Demo — message from Service Bus queue

Active Contacts

O 040 go0o0oogggogoood

Rows: 13

Full Name T v

Jim Glynn (sample)

Maria Campbell (sample)
Nancy Anderson (sample)
Patrick Sands (sample)

Paul Cannon (sample)

Rene Valdes (sample)
Robert Lyon (sample)

Scott Konersmann (sample)
Sidney Higa (sample)
Susan Burk (sample)
Susanna Stubberod (sample)
Thomas Andersen (sample)

Yvonne McKay (sample)

Email v
someone_j@example.com
someone_d@example.com
someone_c@example.com
someone_k@example.com
someone_h@example.com
someone_i@example.com
someone_g@example.com
someone_f@example.com
someone_e@example.com
someone_|l@example.com
someone_b@example.com
someone_m@example.com

someone a@example.com

©

Dataverse Function Service Bus

¥ Edit columns Y Edit filters

Company Name >

Coho Winery (sample)
Fabrikam, Inc. (sample)
Adventure Works (sample)
Alpine Ski House (sample)
Alpine Ski House (sample)

A. Datum Corporation (sample)
Contoso Pharmaceuticals (sample)
City Power & Light (sample)
Blue Yonder Airlines (sample)
A. Datum Corporation (sample)
Litware, Inc. (sample) %
Coho Winery (sample)

Fourth Coffee (sample)

’ A Filter by keyword

Business Phone ¥

555-0109

555-0103

555-0102

555-0110

555-0107

555-0108

555-0106

555-0105

555-0104

555-0111

555-0101

555-0112

555-0100

v

External app



Recommended topics

SCALING AND PERFORMANCE

Manage application users in the Power Platform admin
center - Power Platform | Microsoft Learn

API limits overview (Microsoft Dataverse) - Power Apps
| Microsoft Learn

Service protection API limits (Microsoft Dataverse) -
Power Apps | Microsoft Learn

Managed identities - Azure App Service | Microsoft
Learn

Create and use custom APIs (Microsoft Dataverse) -
Power Apps | Microsoft Learn

Work with alternate keys (Microsoft Dataverse) - Power
Apps | Microsoft Learn

O SECURITY

2

2
2
U8
2
U8

9 BEST PRACTICE AND GUIDANCE

Azure Service Bus messaging - gueues, topics, and
subscriptions - Azure Service Bus | Microsoft Learn

Service Bus dead-letter queues - Azure Service Bus |
Microsoft Learn

Azure Service Bus trigger for Azure Functions |
Microsoft Learn

Azure Functions error handling and retry guidance |
Microsoft Learn

Target-based scaling in Azure Functions | Microsoft
Learn

Expose APIs from functions using Azure API
Management | Microsoft Learn



https://learn.microsoft.com/en-us/azure/azure-functions/functions-openapi-definition
https://learn.microsoft.com/en-us/azure/azure-functions/functions-openapi-definition
https://learn.microsoft.com/en-us/azure/azure-functions/functions-bindings-error-pages
https://learn.microsoft.com/en-us/azure/azure-functions/functions-bindings-error-pages
https://learn.microsoft.com/en-us/azure/azure-functions/functions-bindings-service-bus-trigger
https://learn.microsoft.com/en-us/azure/azure-functions/functions-bindings-service-bus-trigger
https://learn.microsoft.com/en-us/azure/service-bus-messaging/service-bus-queues-topics-subscriptions
https://learn.microsoft.com/en-us/azure/service-bus-messaging/service-bus-queues-topics-subscriptions
https://learn.microsoft.com/en-us/azure/azure-functions/functions-target-based-scaling?tabs=v5%2Ccsharp
https://learn.microsoft.com/en-us/azure/azure-functions/functions-target-based-scaling?tabs=v5%2Ccsharp
https://learn.microsoft.com/en-us/azure/service-bus-messaging/service-bus-dead-letter-queues
https://learn.microsoft.com/en-us/azure/service-bus-messaging/service-bus-dead-letter-queues
https://learn.microsoft.com/en-us/azure/app-service/overview-managed-identity?tabs=portal%2Chttp
https://learn.microsoft.com/en-us/azure/app-service/overview-managed-identity?tabs=portal%2Chttp
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/custom-api
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/custom-api
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/define-alternate-keys-entity
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/define-alternate-keys-entity
https://learn.microsoft.com/en-us/power-apps/maker/data-platform/api-limits-overview
https://learn.microsoft.com/en-us/power-apps/maker/data-platform/api-limits-overview
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/api-limits?tabs=sdk
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/api-limits?tabs=sdk
https://learn.microsoft.com/en-us/power-platform/admin/manage-application-users
https://learn.microsoft.com/en-us/power-platform/admin/manage-application-users

Alternative — consume message with Power Automate

Dataverse Power Automate Service Bus queue External application

Service Bus and
Dataverse connectors
for Power Automate



Alternative — expose Azure Function as API

Dataverse Azure Function APl Management External application

Expose an Azure Function with APl Management

Azure Functions integrates with Azure APl Management in the portal to let you expose your HTTP trigger
function endpoints as REST APIs. These APIs are described using an OpenAPI definition. This JSON (or YAML)
file contains information about what operations are available in an API. It includes details about how the
request and response data for the APl should be structured. By integrating your function app, you can have API
Management generate these OpenAPI definitions.



Bulk import of records
from a database table

Example scenario



Inbound example — batch import of database rows

Data Factory

Dataverse Logic Apps SQL Server File input

Azure Data Factory

A Data Factory can have one or more pipelines. A pipeline is a logical grouping of activities that together
perform a task. The pipeline allows you to manage the activities as a set instead of each one individually. You
deploy and schedule the pipeline instead of the activities independently. The activities in a pipeline define
actions to perform on your data. For example, you can use a copy activity to copy data from a file into SQL
Server. Then, use a data flow activity to process and transform data.



0 ~N O kW=

e = I s N A R e e e el el e e e el o R To
VAW = 0w oo N s WN= O WO~ he wmNn= O

Inbound example — batch import of database rows

Title

Aenean fermentum.
Phasellus in felis.
Donec dapibus.

In est risus, auctor sed, tristique in, tempus sit amet, sem.

Fusce consequat.

Integer tincidunt ante velipsum.

Maecenas ut massa quis augue luctus tincidunt.
In blandit ultrices enim.

Vivamus vel nulla eget eros elementum pellentesque.
Nullam molestie nibh in lectus.

Morbi a ipsum.

Sed ante.

Nulla ut erat id mauris vulputate elementum.
Mauris ullamcorper purus sit amet nulla.
Curabitur convallis.

Cras in purus eu magna vulputate luctus.

Cum saciis natogue penatibus et magnis dis parturient montes,

Etiam justo.

Duis bibendum.

Praesent lectus.

Phasellus in felis.

Vivamus tortor.

Nulla mollis molestie lorem.

Proin eu mi.

Sed ante.

In sagittis dui vel nisl.

Etiam faucibus cursus urna.

Nam dui.

Quisque id justo sit amet sapien dignissim vestibulum.
Morbi non lectus.

Phasellus id sapien in sapien iaculis congue.
Integer ac neque.

Praesent blandit.

Fusce lacus purus, aliquet at, feugiat non, pretium quis, lectus.

B C
Description Category
Sed sagittis. Nam congue, risus semper porta volutpat, quam pede lobortis ligula, sit amet eleifend pede libero quis orci. Nullam mole Human Resources
Maecenas ut massa quis augue luctus tincidunt. Nulla mollis molestie lorem. Quisque ut erat.Curabitur gravida nisi at nibh. In hac hak Sales
Donec diam neque, vestibulum eget, vulputate ut, ultrices vel, augue. Vestibulum ante ipsum primis in faucibus orci luctus et ultrices Human Resources
Maecenas ut massa quis augue luctus tincidunt. Nulla mollis molestie lorem. Quisque ut erat.Curabitur gravida nisi at nibh. In hac hak Finance
Duis bibendum. Morbi non quam nec dui luctus rutrum. Nulla tellus. Finance
Nulla ut erat id mauris vulputate elementum. Nullam varius. Nulla facilisi.Cras non velit nec nisi vulputate nonummy. Maecenas tincid Sales
Etiam vel augue. Vestibulum rutrum rutrum neque. Aenean auctor gravida sem. Marketing
Pellentesque at nulla. Suspendisse potenti. Cras in purus eu magna vulputate luctus.Cum sociis natoque penatibus et magnis dis pari Sales
Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Proin risus. Praesent lectus.Vestibulum quam sapien, varius ut, blandit non, Marketing
Maecenas leo odio, condimentum id, luctus nec, molestie sed, justo. Pellentesque viverra pede ac diam. Cras pellentesque volutpat d Marketing
Fusce consequat. Nulla nisl. Nunc nisl.Duis bibendum, felis sed interdum venenatis, turpis enim blandit mi, in porttitor pede justo eu 1 Operations
Sed ante. Vivamus tortor. Duis mattis egestas metus.Aenean fermentum. Donec ut mauris eget massa tempor convallis. Nulla neque Operations
Donec diam neque, vestibulum eget, vulputate ut, ultrices vel, augue. Vestibulum ante ipsum primis in faucibus orci luctus et ultrices Operations
Pellentesque at nulla. Suspendisse potenti. Cras in purus eu magna vulputate luctus.Cum sociis natogue penatibus et magnis dis pariHuman Resources
In hac habitasse platea dictumst. Morbi vestibulum, velit id pretium iaculis, diam erat fermentum justo, nec condimentum neque sapi Marketing
Aenean fermentum. Donec ut mauris eget massa tempor convallis. Nulla neque libero, convallis eget, eleifend luctus, ultricies eu, nib Sales
Proin eu mi. Nulla ac enim. In tempor, turpis nec euismod scelerisque, quam turpis adipiscing lorem, vitae mattis nibh ligula nec sem.|Marketing
Sed ante. Vivamus tortor. Duis mattis egestas metus.Aenean fermentum. Donec ut mauris eget massa tempor convallis. Nulla neque Sales
Sed ante. Vivamus tortor. Duis mattis egestas metus. Marketing
Phasellus in felis. Donec semper sapien a libero. Nam dui.Proin leo odio, porttitor id, consequat in, consequat ut, nulla. Sed accumsat Finance

Suspendisse potenti. In eleifend quam a odio. In hac habitasse platea dictumst. Sales
Morbi porttitor lorem id ligula. Suspendisse ornare consequat lectus. In est risus, auctor sed, tristique in, tempus sit amet, sem. Human Resources
In sagittis dui vel nisl. Duis ac nibh. Fusce lacus purus, aliquet at, feugiat non, pretium quis, lectus. Finance

Donec diam neque, vestibulum eget, vulputate ut, ultrices vel, augue. Vestibulum ante ipsum primis in faucibus orciluctus et ultrices Operations
Duis consequat dui nec nisi volutpat eleifend. Donec ut dolor. Morbi vel lectus in quam fringilla rhoncus.Mauris enim leo, rhoncus sed, Marketing
Phasellus sit amet erat. Nulla tempus. Vivamus in felis eu sapien cursus vestibulum.Proin eu mi. Nulla ac enim. In tempor, turpis nec € Operations
Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Proin risus. Praesent lectus.Vestibulum quam sapien, varius ut, blandit non,Finance
Quisque id justo sit amet sapien dignissim vestibulum. Vestibulum ante ipsum primis in faucibus orci luctus et ultrices posuere cubili: Marketing
Integer tincidunt ante vel ipsum. Praesent blandit lacinia erat. Vestibulum sed magna at nunc commodo placerat. Sales
Maecenas leo odio, condimentum id, luctus nec, molestie sed, justo. Pellentesque viverra pede ac diam. Cras pellentesque volutpat (tHuman Resources
Fusce posuere felis sed lacus. Morbi sem mauris, laoreet ut, rhoncus aliquet, pulvinar sed, nisl. Nunc rhoncus dui vel sem.Sed sagittisMarketing
Proin leo odio, porttitor id, consequat in, consequat ut, nulla. Sed accumsan felis. Ut at dolor quis odio consequat varius.Integer ac letMarketing
Maecenas ut massa quis augue luctus tincidunt. Nulla mollis molestie lorem. Quisque ut erat. Finance
Vestibulum ac est lacinia nisi venenatis tristique. Fusce congue, diam id ornare imperdiet, sapien urna pretium nisl, ut volutpat sapier Marketing

75
120
30
90
120
15
90
120
30
120
15
30
30
60
60
75
60
90
60
120
75
120
120
60
90
30
30
15
75
120
45
105
60
75

E

Duration DueDate

2/22/2024 18:20
1/12/2024 20:46
2/24/2024 14:23
3/1/20249:43
2/14/2024 14:10
2/24/2024 15:34
2/6/2024 2:37
11/29/2023 16:36
11/9/2023 13:13
1/23/2024 22:48
11/19/2023 18:36
11/9/2023 8:19
11/4/2023 16:43
11/1/2023 22:02
1/31/2024 9:58
12/18/2023 8:24
11/21/2023 6:57
2/4/2024 3:38
1/21/2024 13:37
3/10/2024 8:48
12/5/2023 5:39
11/26/2023 19:31
3/7/2024 3:19
1/5/2024 1:11
1/29/2024 0:08
2/23/2024 17:34
3/29/2024 21:57
11/16/2023 1:32
11/1/2023 17:43
3/7/2024 16:53
12/8/2023 5:51
2/15/2024 20:18
2/2/2024 1:22
2/11/2024 0:12

F

CreatedOn
10/20/2023 1:21
9/21/2023 23:58
9/22/2023 4:13
9/8/2023 4:56
10/18/202310:18
9/10/2023 15:06
10/26/2023 21:59
10/16/202317:53
10/8/2023 16:36
10/21/2023 14:20
9/15/20231:29
10/15/20231:32
10/7/202310:19
10/21/2023 21:30
9/22/20239:30
10/30/2023 23:57
10/3/2023 5:05
9/1/202312:13
9/27/202318:50
9/10/202319:13
9/25/2023 20:10
9/23/2023 23:31
10/16/2023 21:30
9/20/202319:36
9/1/2023 2:43
9/17/202317:29
9/14/2023 9:01
9/27/2023 3:41
9/3/202320:18
10/2/2023 8:38
9/23/202310:25
9/17/2023 16:42
10/21/2023 22:05
10/27/202313:17



Inbound example — batch import of database rows

Name Data Type Allow Nulls Default
¥ importstaging.database.windows.net (SQL Title nvarchar(200)
4 @] Databases

4 @ Im portStaging
4 &l Tables Category nvarchar(20)

<M<

Description nvarchar{MAX)

<M<

Bl System Tables Duration int

Ml FileTables DueDate datetime

CreatedOn datetime

B Dropped Ledger Tables
FR dbo.ImportTasks ImportStatus smallint

o | |d int

b
b
P Ml External Tables
b
>

IR ML

()




Inbound example — batch import of database rows

=/® Configure run after @



Inbound example — batch import of database rows

[ | source Type Destination Type

[ ] | Title v | ebe string | Title v | ebe nchar

[ ] [ Description v | abe String | Description v | abe nvarchar

[ ] | category v | abe String | Category v | abe nchar

[ | [ puration v | abe String | Duration v | 123 int

[ ] | DueDate v | abe String | DueDate v | (%1 datetime
URL * @ | https://; logicazur... |

Method * © ‘ POST v ‘




Bulk import of records
from a database table

Demo
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Inbound example — batch import of database rows

Dataverse Logic App Staging DB Data Factory
Parameters  Variables  Settings  Output A
Pipeline run ID: fObbf649-f9c7-4c4b-9a72-ad34bbfc4366 O o Pipeline status @ In progress
All status Monitor in Azure Metrics [ Export to CSV | Vv
Showing 1 - 1 of 1 items
Activity name T Activity status T Activity type T Runstart ™ Duration T Integration runtime ~ User properties ™, Activi

Excel into Staging © Queued Copy data 11/1/2023, 7:23:30 PM  6s 3ad7a



Inbound example — batch import of database rows

Dataverse Logic App Staging DB Data Factory

ImportTasks

Ln:1 Ch:26 TABS CRLF

E

Title Description Category Duration DueDate CreatedOn ImportStatus Id

@ Query executed successfully at 7:25:33 PM | importstaging.database.wind... | ftadmin (89) | ImportStaging | 00:00:00 | O rows




Inbound example — batch import of database rows

O

()
U

9

©

Dataverse Logic App Staging DB Data Factory
Al v | v |
| Pick a date H Pick a time ‘
| Search to filter items by identifier
Status Start time Identifier Duration Static Results

@ Succeeded 11/1/2023, 7:23 PM 08585027438577580600533201212CU23 16.99 Seconds

@ Succeeded 11/1/2023, 7:22 PM 08585027439374041434137248393CU17 18.18 Seconds

© Failed 10/29/2023, 7:39 PM 08585030021267794679701149422CU18 19.46 Seconds

© Failed 10/29/2023, 7:32 PM 08585030025288012479959852146CU11 26.79 Seconds



_________________ (N
Inbound example — batch import of database rows O © NS &

Dataverse Logic App Staging DB Data Factory



Embed external data in
model-driven apps

Example scenario



Ul Integration - Build Custom Components with the
Power Apps Component Framework

Developers can build compelling
visual components for Power Apps

Custom components are responsive,
reusable and support multiple form factors

Reuse your current IP and skills-framework
is based on standard web technologies
TypeScript/JS, CSS and HTML5

React and fabric support available in
preview




Dataverse
outbound
Integration

Endpoints and common tools



Dataverse outbound integration
Endpoints and common tools

Event driven & scheduled with
Batch
Dataverse connectors

Event driven via Dataverse

event framework

Plug-ins — integrate with Power Automate — SaaS Azure Synapse Link for

external web services and automation for low-code/no- Dataverse — continuously

Azure Services. code integration with 3rd party export Dataverse data for
apps using 1000+ prebuilt reporting and analytics use

Webhooks — HTTP pattern, connectors or custom cases.

posts execution context to web connectors for cloud and on-

service. premises connectivity.

Change tracking - a set of

Logic Apps — iPaaS automation delta changes is returned by
for advanced integration to Dataverse for a table.
automate complex business

processes. Tight integration

with Azure. Benefit from the

same connectors ecosystem as

Power Automate.

Business Events — use for
internal or external events to
notify publishers.



Dataverse plugins
for outbound
Integration



Dataverse plugins integration with external web services

Call external web services when responding to Dataverse events

Execute
l request Event framework can trigger:
‘ * Plug-ins
i e « Classic workflows and custom workflow activities
Platform operation e Power Automate cloud flows

* Messages to Azure Service Bus

Post-operation events « Messages to Azure Event Hub
 Webhooks.

Execute
response

Event Framework



Dataverse plugins integration with external web services

Call external web services when responding to Dataverse events

v

] E “J’

Custom APIs APl Management
Dataverse event Plugins Services

framework Custom workflow activity Web services

Integrate data with External Web APIs

Dataverse plug-ins and custom workflow activities can access the network through the HTTP and
HTTPS protocols. This capability provides support for accessing popular web services like social
sites, news feeds, web services, and more.



Dataverse plugins integration with external web services

Considerations on accessing external web services from plugins

Y —

v—| Prerequisites

VY —

Must use a named web address that requires DNS name
resolution.

There is no provision for prompting the logged-on user for
credentials or saving those credentials.

Allow connections from Power Platform and Dynamics 365
services IP address values specified under the AzureCloud service
tag.

Only the HTTP and HTTPS protocols are allowed.

Uvﬁv Pro-Code/Low-Code

Pro-code using WebClient or HttpClient. Set KeepAlive to false,
set Timeout when making external calls in a plug-in. Sample code
here.

(Preview) Low-code plugins can use connectors e.g. SQL
connector

Z Service Protection API limits

No of requests sent by plug-ins or custom workflow activities
not counted towards the limits.

The additional computation time will be added to the request
that triggered them, and it is enforced. E.g., data migration
triggers plugins execution

Latency & Performance

Recommended to use the Post-Operation stage and the
asynchronous running mode.

If you opt-in for sync plugins, consider the tight coupling and
the 2-minute execution limit.

% Security

Do not store secrets as free text in the plug-in code.

Use plugin secure config or custom parameters table hidden
behind security roles.
RetrieveEnvironmentVariableSecretValue custom APl can only
be called within Power Automate flow today.

@ Recommendations

The great power of plug-ins needs to be applied with some
restraint and consideration for the impact it has on the system
as a whole.

For integrations also explore plugins with Azure Service Bus and
Webhooks that can be used to push data to external systems
where logic can be applied using many different resources.
Power Automate provides many capabilities that previously
were performed using plug-ins.


https://learn.microsoft.com/en-us/power-apps/developer/data-platform/org-service/samples/web-access-plugin

Dataverse plugins integration with Azure services

Pass runtime context to Azure Services

Azure Relay

One Two
way way

Rest

o Azure Service Bus
> Queues
_—— _—_—) 8
()
> o 5
Dataverse Plugin = Azure Service Topics
event Custom Workflow C#, Java, Python, etc. listener that runs in
framework activity cloud or on-premises behind a firewall, that
Azure Event hub

polls the Service Bus for new messages.

Integrate data with Azure service bus

Pass plugin execution context to one or more Azure solutions in the cloud. Use Azure Service Bus when the
likelihood exists that the other system is not available or is limited in its ability to process high volumes of
messages because the messages can be queued, allowing the receiving system to process the messages as fast
as they can.



Dataverse integration with Azure Service Bus

Considerations for integrations with Azure Service Bus

]H[ Pro-Code/Low-Code

» Low-code option to create a step for the event and publish the
plug-in context to the Azure Service Bus endpoint

*  Plug-in or custom workflow activity code call the Azure Service
Bus endpoint.

Q Security

» Shared Access Signatures (SAS) on Service Bus namespace,
queue or topic. Must be updated after solution import.

7] Message format
« Format XML, JSON, .NET binary. Payload max 192Kb.

Latency

* Asynchronous/near real time

» For async, each post to Azure Service Bus is performed by a
system job of the Dataverse asynchronous service (System Jobs
for status). If it fails, it executes plugin again in an exponential
pattern. (more to less frequent, see Retry Guidance Service Bus)

Service Bus Endpoint contract types:

Queue endpoint, supports one listener that doesn’t need
to be actively listening. Inherent loose coupling between

components.

Topic endpoint, similar queue except it supports multiple
listeners.


https://learn.microsoft.com/en-us/azure/architecture/best-practices/retry-service-specific#retry-mechanism-6

Low-code publish

Dataverse plugin
execution context to

Azure Service Bus queue

Demo



Low-code publish Dataverse plugin execution context
to Azure Service Bus queue and C# listener

Example scenario: on-premise system, limited in how many records it can process at a time, needs to be
informed when opportunities are created in Dataverse. High number of opportunities are created in
Dataverse daily.

Step 1: Create Azure Service Bus Namespace.

Step 2: Create queue and configure SAS.

Step 3: Use SAS connection string to register queue endpoint. Register step for table event.

Step 4: Configure/write receiver. For this scenario, we will use a console application as receiver.

Step 5: Trigger table event and observe receiver.

H
Bl
Dataverse OOB Plugin - Azure Service External system Use Queues fpr elalg (els multiple
Service Bus Queue competing receivers

Endpoint



Step 1 - Create Service Bus namespace



Step 2 - Create Queue and configure SAS



Step 3 - Create Dataverse service endpoint and
register message processing step



Step 4 — Configure receiver

v' Add code to the receiver to parse
Dataverse message - see more sample
code documented here Write a listener
application for a Microsoft Azure solution
(Microsoft Dataverse)

v Create a receiver — in this example | am creating a
console application. Follow steps documented here
Quickstart - Use Azure Service Bus queues from .NET

app



https://learn.microsoft.com/en-us/azure/service-bus-messaging/service-bus-dotnet-get-started-with-queues?tabs=passwordless#receive-messages-from-the-queue
https://learn.microsoft.com/en-us/azure/service-bus-messaging/service-bus-dotnet-get-started-with-queues?tabs=passwordless#receive-messages-from-the-queue
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/write-listener-application-azure-solution#read-the-data-context-in-multiple-data-formats
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/write-listener-application-azure-solution#read-the-data-context-in-multiple-data-formats
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/write-listener-application-azure-solution#read-the-data-context-in-multiple-data-formats

Step 5 - Trigger Dataverse event



Dataverse
webhooks



Dataverse integration — Webhooks to external web services

Volumes

* Webhooks can only scale to the point at
which your hosted web service can
handle the messages.

Latency
* Webhooks enables synchronous and

asynchronous steps

Message format:

»  Webhooks send POST requests with
JSON payload and can be consumed by
any programming language or web
application hosted anywhere.

Security

* The endpoint can be secured by using
an authentication header or query string
parameter keys.

Low-Code/Pro-Code

* (low-code) can be registered to run on
table events (low-code) or (pro-code)
can be invoked from a plug-in or
custom workflow activity. 60 seconds
timeout.

Trigger via n
fDa’caversekevent Http protocol E
ramewor > ) c
k7
2
Dataverse Webhooks E

Custom APIs

Integrate data with webhooks

Pass plugin execution context to web APIs and services using a
lightweight HTTP pattern. Consume the JSON payload with any
programming language or web application hosted anywhere.



Consume webhook with
Azure function

Tutorial



Consume webhook with Azure function

Example scenario: When contact customer is created, we need to calculate a financial score and store it in
an external database. The calculation is a complex algorithm with input parameters Dataverse contact
information and data from externals systems. The score and contact details must be saved in a separate db.
Step 1: Create Azure function. Add code to parse Dataverse execution context and execute custom logic.
Publish function.

Step 2: Register Dataverse webhook with Azure function url. Register relevant message step e.g. in our
scenario create contact.

Step 3: Trigger event and create contact. Observe that Azure function is triggered.
We will use an Azure function for
the financial score risk rating. It

receives the Dataverse runtime

Dataverse Webhooks Azure Function Financial Score DB context via webhook, executes the
calculation logic, then saves the

score in an external database.




Step 1 - Create Azure Function

v Create Azure Function, with http trigger. See step
by step and sample code Write an Azure Function

that processes Dataverse events - Training |
Microsoft Learn

v Write code to parse execution context, score
calculation logic and score saving method.

v' Publish Azure function and save function url.

>

Example Azure function parses execution context sent via webhook

D



https://learn.microsoft.com/en-us/training/modules/integrate-dataverse-azure-solutions/azure-function
https://learn.microsoft.com/en-us/training/modules/integrate-dataverse-azure-solutions/azure-function
https://learn.microsoft.com/en-us/training/modules/integrate-dataverse-azure-solutions/azure-function

Step 2 — Register Webhook using Azure function url

>

_ >

v Register webhook using function url (remove the code=
portion) and paste value of code as webhookkey.

v' For the webhook just created, add a message step for
when it should be triggered. e.g., contact creation.

Learn more Write an Azure Function that processes Dataverse events



https://learn.microsoft.com/en-us/training/modules/integrate-dataverse-azure-solutions/azure-function

Step 3 - Trigger Dataverse event



Step 3 — Monitor function execution



Dataverse Business
AVES



Dataverse Process Integration with Business Events

How to design and expose business events in Dataverse

Design principles

Clear intent: The intent behind creating a
business event must be clearly understood.

Specific: The event should be specific so that a
subscriber doesn't need to filter whether or
not they should respond to it.

Lightweight: The event should contain only
that data necessary to describe the event. If
the subscriber requires additional data, the
information in the event should provide the
context to allow them to retrieve it if
necessary.

Not for transferring data: If your intent is to
transfer data to a recipient and, in effect,
realize a data export scenario, you don't have a
good use case for business events.

Catalog business events

Process integration with Business Events

Dataverse Business events provides new ways to expose
events and compose your business logic to respond to them
asynchronously. e.g. using Power Automate cloud flow with

When an action is performed trigger.



Dataverse Process Integration with Business Events

Considerations and scenarios examples

Triggers

» Table events (including virtual tables)
and custom APIs to emit events.

» They can be are triggered by operations
via Dataverse Event Framework and also

by external systems by calling custom API

endpoint registered as business event.

Latency
* Asynchronous, event is emitted after the
operation completes successfully.

Pro-Code/Low-Code

» Empowers citizen developers to define
automation logic in Power Automate to
respond to specific events.

« For pro-dey, it can help simplify plugin
logic e.g., call a custom API with input
params from plugin vs using shared
variables in plugins; or use a flow rather
than a plugin for a table event such as
GrantAccess message.

Security
» Asynchronous, event is emitted after the
operation completes successfully.

External system Dataverse

Trigger
ws] — R

Power Automate

Trigger = When an action is
Custom API performed

Trigger

»
»

Power Automate

Dataverse internal . L
Trigger = When an action is

table event or call of

custom API performed
Trigger
>
Finance and Dataverse virtual table Dataverse plugin
operations event

Virtual entity

These are some examples of business events
scenarios.



Azure Synapse Link
for Dataverse



Azure Synapse Link for Dataverse

Setup

Integrated with Power Apps maker
portal. Ready to run Synapse Serverless
SQL query experience, Synapse Apache
Spark experience, Synapse Pipelines
experience.

Solution aware which enables seamless
ALM, cost effective

Latency

Near real-time data replication, PaaS
with BYOL soft SLA of 15 mins.

Built for eventual data consistencies.
Append mode is recommended for
better performance.

Security

You can limit access to your storage
account to requests from specified IP
addresses, IP ranges, subnets in an Azure
Virtual Network (VNet), or resource
instances of some Azure services.

Using Azure Synapse Link, continuously export data from Dataverse to Azure Data
Lake Storage Gen2 and Azure Synapse Analytics.

Options to read Dataverse data from Azure Synapse :

Query Azure Synapse Link for Dataverse data with serverless SQL

e  Transform Azure Synapse Link for Dataverse data with Apache Spark
e  Visualize Azure Synapse Link for Dataverse data with Power B

« Copy exported Dataverse data to dedicated SQL pool

«  For ETL, Azure Synapse Pipelines

INot suitable for real time or very near-time latency integrations!


https://docs.microsoft.com/en-us/powerapps/maker/dataplatform/azure-synapse-link-serverless
https://docs.microsoft.com/en-us/powerapps/maker/dataplatform/azure-synapse-link-spark
https://docs.microsoft.com/en-us/powerapps/maker/dataplatform/azure-synapse-link-powerbi
https://docs.microsoft.com/en-us/powerapps/maker/dataplatform/azure-synapse-link-dedicated
https://docs.microsoft.com/en-us/azure/synapse-analytics/getstarted-pipelines

Conclusion



Enterprise solutions can be a little of everything...

Integration services are a gateway to Azure!



Resources



Dataverse
Integration
Resources

Dataverse

Learning paths

Integrate with Microsoft Power Platform and
Microsoft Dataverse - Training | Microsoft Learn
Integrate Microsoft Dataverse Azure solutions -
Training | Microsoft Learn

Solution Architect series: Implement integrations

with Power Platform - Training | Microsoft Learn

OAuth authentication

Dataverse Web API|

Azure integration (Microsoft Dataverse)

Write a custom Azure-aware plug-in

Webhooks

Write an Azure Function that processes Dataverse events

AN NN N NN

Subscribe to events in Dataverse - Finance & Operations |

Dynamics 365

Technical Talks

v Dynamics 365 Integration General
Guidance

v' Business Events Overview

v Export to Azure Data Lake Overview

v' Export to Azure Data Lake Scenarios

Azure integration services

ANERN

Integration and automation platform options in
Azure | Microsoft Learn

Compare Azure messaging services - Azure
Service Bus | Microsoft Learn

Azure Integration Services | Microsoft Azure
Quickstart - Use Azure Service Bus queues from
NET app - Azure Service Bus | Microsoft Learn



https://learn.microsoft.com/en-us/training/paths/integrate-power-platform/
https://learn.microsoft.com/en-us/training/paths/integrate-power-platform/
https://learn.microsoft.com/en-us/training/modules/integrate-common-data-service-azure-solutions/
https://learn.microsoft.com/en-us/training/modules/integrate-common-data-service-azure-solutions/
https://learn.microsoft.com/en-us/training/modules/integrations/
https://learn.microsoft.com/en-us/training/modules/integrations/
https://www.youtube.com/watch?v=EoQ1kyiRVFA
https://www.youtube.com/watch?v=EoQ1kyiRVFA
https://www.youtube.com/watch?v=1L5ErpKNK50
https://www.youtube.com/watch?v=TNL2GO8LXj0
https://www.youtube.com/watch?v=pudFP8wH8cI
https://learn.microsoft.com/en-us/azure/azure-functions/functions-compare-logic-apps-ms-flow-webjobs
https://learn.microsoft.com/en-us/azure/azure-functions/functions-compare-logic-apps-ms-flow-webjobs
https://learn.microsoft.com/en-us/azure/service-bus-messaging/compare-messaging-services
https://learn.microsoft.com/en-us/azure/service-bus-messaging/compare-messaging-services
https://azure.microsoft.com/en-us/products/category/integration/
https://learn.microsoft.com/en-us/azure/service-bus-messaging/service-bus-dotnet-get-started-with-queues?tabs=passwordless#receive-messages-from-the-queue
https://learn.microsoft.com/en-us/azure/service-bus-messaging/service-bus-dotnet-get-started-with-queues?tabs=passwordless#receive-messages-from-the-queue
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/authenticate-oauth
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/webapi/overview
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/azure-integration
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/write-custom-azure-aware-plugin
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/use-webhooks
https://learn.microsoft.com/en-us/training/modules/integrate-dataverse-azure-solutions/azure-function
https://learn.microsoft.com/en-us/dynamics365/fin-ops-core/dev-itpro/business-events/how-to/how-to-dataverse-events
https://learn.microsoft.com/en-us/dynamics365/fin-ops-core/dev-itpro/business-events/how-to/how-to-dataverse-events

Webhooks vs Azure Service Bus

Consider using Webhooks when:

A third-party Web API endpoint already
exists that you want to use for integration
purposes.

The external operation that you're
performing needs to occur immediately.
You want the entire transaction to fail
unless the external service successfully
processes the webhook payload.
Authentication through authentication

headers and query string parameter keys is

preferred.
Message format is only JSON.

Consider using Azure Service Bus when:

* High-scale asynchronous
processing/queueing is a requirement.

* Multiple subscribers might need to
consume a given Dataverse event.

* You want to govern your integration
architecture in a centralized location.

» Decouple applications and protect them
from temporary peaks.

» Shared Access Signature (SAS)
authentication is preferred and feasible.

» Message format can be .NET Binary, JSON
or XML.

Both Webhooks and Azure Service Bus can be invoked from a plug-in or
custom workflow activity.



Azure Function vs Plugins

Consider using Azure Functions :

for complex or compute intensive that run
in Azure, to reduce load on the Dataverse's
application host.

For tight integration with Azure services.

In combination with webhooks or wrapped
as custom connector.

Execution might take longer than 2
minutes.

Combine with Webhooks, Power Automate
or Logic Apps.

Consider using Plugins :

If you need to update data in the most high-
performing manner.

For tight integration with Dataverse and full
rollback support.

Execution will complete within 2 minutes.
Combine with Power Automate, Logic Apps,
external web services, functions.

You can invoke Azure functions from plug-ins or combine plug-ins with
Azure Service Bus then function.



Power Automate vs Logic Apps

Power Automate includes the following

features :

 It's packaged as part of a solution

» Performs RPA with desktop flows

« Uses the Approvals connector

* Includes a Send Notifications connector

» Has a limit on the number of flow runs
each month

« Trigger types: automated, instant,
scheduled Ul flow, business process

Logic Apps includes the following features:

Performs Enterprise Integration including EDI
Has higher performance

Can be more easily monitored by using Azure
tools

Has better error handling

Can't be packaged in solutions

Has a consumption-based or fixed pricing
model through an Azure subscription

Trigger types: Http, WebHook, Scheduled,
Http manual call



QUESTIONS




Q&A

Are the .Net SDK & OData calls considered equally performant?

The Dataverse Web API provides a RESTful programming experience but ultimately all data
operations go through the underlying organization service. See more:

Use the Microsoft Dataverse Web API (Dataverse) - Power Apps | Microsoft Learn

Are there any integration patterns available for API-first strategies which will limit throttling
of Dataverse APIs?

There are several strategies you can use such as: using multiple app users (as the throttling limits are
per user per web server), using multiple threads if the operations run quickly, try the latest xmultiple,
remove affinity cookie, etc. See more here:

How to maximize throughput - Power Apps | Microsoft Learn

Will Power Automate run in user context or service account? How to make a flow run using a
service account? What license considerations should we consider?

It is possible to use service principal for flows, please see here:

Change the owner of a cloud flow in Power Automate - Power Automate | Microsoft Learn
and here:

Authenticate connections with managed identities - Azure Logic Apps | Microsoft Learn



https://learn.microsoft.com/en-us/power-apps/developer/data-platform/webapi/overview#web-api-and-the-organization-service
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/api-limits?tabs=sdk#how-to-maximize-throughput
https://learn.microsoft.com/en-us/power-automate/change-cloud-flow-owner#change-the-owner-of-a-cloud-flow-to-a-service-principal-application-user
https://learn.microsoft.com/en-us/azure/logic-apps/create-managed-service-identity?tabs=consumption

Q&A

Instead of using Logic Apps to update record in Dataverse from Azure Data Factory pipeline
activity, can we call the Dataverse action directly from ADF?

Dataverse is supported as a sink for copy activity in Azure Data Factory:

Copy activity - Azure Data Factory & Azure Synapse | Microsoft Learn

You should evaluate pros and cons between the different capabilities offered by copy activity in ADF
and the Logic Apps connector.

Can you recommend when to use or not to use either of these (as they kind of have similar
capabilities): Event Grid, Event Hub, Service Bus?

Use Event Grid for reactive programming, for example event notifications of a condition or state
change, Event Hub for big data pipelines and Service Bus for high-value enterprise messaging.
See more for events vs messages and in depth comparison of these services:

Compare Azure messaging services - Azure Service Bus | Microsoft Learn

When are you planning to include Azure VNET integration with Plugins?
Stay tuned, this is planned for Jan 2024. See more:
Connect Dataverse plug-ins to endpoint-enabled resources | Microsoft Learn



https://learn.microsoft.com/en-us/azure/data-factory/copy-activity-overview#supported-data-stores-and-formats
https://learn.microsoft.com/en-us/azure/service-bus-messaging/compare-messaging-services
https://learn.microsoft.com/en-us/power-platform/release-plan/2023wave2/power-platform-governance-administration/allow-dataverse-plug-ins-connect-private-endpoint-enabled-resources

Q&A

Nowadays there are connectors for a lot of platforms. Why would | choose a code-first
approach when | could do the same thing with Power Automate? What should | do when the
existing connector is not offering same functionality available in the platform?

If a connector is available for your scenario, and it fulfills your requirements, it's worth considering that
before planning to implement custom code. However, there might be other factors to choose a code-
first approach, like for example existing pre-requisites in your project architecture, or the need for more
flexibility in exception handling or retry policies, etc. Please see previous slides for more information.

If you use an F&O virtual table to trigger an event in Dataverse, will that event trigger the data
event framework in F&O or is the Dataverse trigger completely outside of F&O meaning we
will not spend any resources in F&0?

With F&O virtual tables, data resides in F&O and it may trigger business events. See more:

Enable Virtual Tables to support Dataverse events (Microsoft Dataverse) - Power Apps | Microsoft Learn

Is there any deprecation plan for workflow activities?

Please monitor following links for more information on planned deprecations:

Important changes (deprecations) coming in Power Apps and Power Automate - Power Platform |
Microsoft Learn



https://learn.microsoft.com/en-us/power-apps/developer/data-platform/virtual-entities/enable-virtual-table-event-support
https://learn.microsoft.com/en-us/power-platform/important-changes-coming
https://learn.microsoft.com/en-us/power-platform/important-changes-coming

Q&A

Regarding importing data into Dataverse, the Initial Sync has a hard limitation regarding the
number of records and the number of lookups supported for a single table. Are there any
plans to update/expand the built-in Initial Sync functionality?

There are no plans to extend the limits associated with using initial sync (for dual-write
customers).When over the limits, you can use data migration tools to import data in Dataverse and/or
F&O and then start the table maps and skip initial sync.

How useful are Dataflows in Dataverse for integrations?

Dataverse dataflows are an option you can evaluate, basing on your requirements.

They're probably not suggested for complex integrations or orchestrations but may be useful for
simple data migration or data import tasks.

You can learn more on Dataverse dataflows here:

Create and use dataflows in Power Apps - Power Apps | Microsoft Learn

Is CRM SDK now superseded by Dataverse ServiceClient?

The SDK is not going away, we are transitioning to a new SDK which has improved capabilities, for
example support for .NET Core framework. The new SDK is the suggested option for online
applications connecting to Dynamics 365,; the change is not affecting plugin assembilies:
Transition client applications to Dataverse ServiceClient - Power Apps | Microsoft Learn



https://learn.microsoft.com/en-us/power-apps/maker/data-platform/create-and-use-dataflows
https://learn.microsoft.com/en-us/power-apps/developer/data-platform/sdk-client-transition
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