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Business Continuity and Disaster Recovery 

BCDR (Business Continuity and Disaster Recovery) ensures that an 
organization can maintain operations during disruptions and recover 
quickly from disasters. 

Business continuity focuses on keeping essential functions running; 
Disaster recovery restores IT systems and data after an incident. 

Together, they minimize downtime, protect assets, and ensure resilience 
against cyberattacks, natural disasters, or system failures.



What Disasters is BCDR Designed For?

Examples of what Dynamics 365 
BCDR covers:
- Natural Disasters

- Infrastructure Failures

- Power Outages

- System Failures

Examples of what Dynamics 365 
BCDR doesn’t cover:
- Cybersecurity Threats

- Human Errors

- Supply Chain Disruptions



Term Definition Applicable To
Recovery Point Objective (RPO) The largest potential data loss

It is measured in time not volume (“x 
minutes of data”)

Built-In

Recovery Time Objective (RTO) The longest potential downtime Built-In

Replication Lag Delay between when data is written to the 
primary system and when it is replicated to 
a secondary or backup location

Premium / Self-Service

Please note!
[1] RTO / RPO references within this presentation are specific to Dynamics 365 offering. 
[2] Each organization may have different RTO / RPO due to factors such as customizations, 3rd-party applications, etc.

BCDR Concepts: 

Disaster recovery overview for Microsoft Azure products and services | Microsoft Learn

https://learn.microsoft.com/en-us/azure/reliability/disaster-recovery-overview


BCDR Concepts: Country | GEO | Region

Region

More precise physical location (within a GEO)
▪ Regions define specific Azure data centers where workloads are hosted
▪ Choosing the right Region ensures compliance with regulations (e.g., GDPR in the EU)
▪ Examples (not a comprehensive list!): 
 GEO: United States      /       Regions: East US, West US
 GEO: Europe                   /       Regions: North Europe, West Europe
 GEO: Japan                      /       Regions: Japan East, Japan West

A grouping that defines data residency boundaries
▪ GEOs are used for compliance, regulatory, and data sovereignty reasons
▪ Choosing the right Geo ensures compliance with regulations (e.g., GDPR in the EU)
▪ Examples: United States, Europe, Japan

Chosen by customer
Selected when tenant is first created during sign up; maps provisioned environment to a 
geography which can be go-local, multi-country or sovereign

Geography 
[GEO]

Country



BCDR Concepts: GEO
GEO = United States



BCDR Concepts: Region
GEO = United States Region = East US

Please note! States are not automatically assigned to a region based on location; this is high level 

representation of which Customers may likely choose US East



BCDR Concepts: Availability Zones
Region = East US Availability Zones

Please note! Availability zones are far enough apart to reduce the likelihood of an outage affecting 

more than one zone, but close enough to have low-latency connections to other availability zones. 
The distance between availability zones is typically 60 miles, or 100 kilometers.
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Dynamics 365 Resiliency: Built-In (Default)

Within-Datacenter

Cross-Region

Cross-Datacenter 
(or Availability Zone)

Failures Within Datacenters 
Examples: rack failures

Failures of a Single Datacenter
Examples: power/cooling/networking 

Failures of all Datacenters in a Region
Examples: earthquakes

Redundancy Type Mitigates 



Dynamics 365 Resiliency: Built-In (Default)

Examples:

GEO: United States

Region: East US

Availability Zone/Data Center 
Location: East US (Virginia) 

GEO: Europe

Region: North Europe

Availability Zone/Data Center 
Location: West Europe (Netherlands)

Please note!

Applicable for production; 
not for sandboxes

Built-In Disaster Recovery: 
Resiliency within a Region

Data Replication Method:
Synchronous



Dynamics 365 Resiliency: Built-In Availability Zones

Availability Zones protect your applications and data 
from infrastructure disruptions. They are distinct 

physical locations within an Azure region

Each AZ = Contains one or more datacenters 

Each AZ is equipped with independent power, 
cooling, and networking

Zone-enabled regions have typically 3 Availability 
Zones



Dynamics 365 Resiliency: Built-In Availability Zones
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Availability Zone #2

Site: US East
Core end user scenarios that run in the 
Runtime Planes are deployed across 3 zones 
with synchronous data replication for 
Production environments.

Microsoft performs failovers between 
zones automatically.

Synchronous replication results in zero 
replication lag and therefore enabling 
customers to achieve an RPO target of near 
0 seconds.

Automated failover enables customers to 
achieve an RTO target of 5 minutes.



Built-In resiliency real-World Experience

• In July 2024, during a thermal event in UAE that impacted Zone 2, none of the critical services 
were impacted. We only observed some impact to a legacy stack of Marketing service, which 
is scheduled for decommissioning by June 2025.
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Introduction to Managed Availability

Within-Datacenter

Cross-Region

Cross-Datacenter

Failures Within Datacenters 
Examples: rack failures

Failures of a Datacenter
Examples: power/cooling/networking 

Failures of all Datacenters in a Region
Examples: earthquakes

Redundancy Type Mitigates 



CE Resiliency: Premium (Self-Service)
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Site: US West

Replication

Site: US East



CE Resiliency: Premium (Self Service)

Examples:

GEO: United States

Region:    West US      East US

Data Center Location:  California      Virginia 

GEO: Europe

Region:    West Europe  North Europe

Data Center Location:  Netherlands  Ireland

Premium Disaster Recovery: 
Resiliency across Regions

Data Replication Method:
Asynchronous



Self-Service Disaster Recovery Introduction
• Admins can turn on for Production type  environments in PPAC; Feature is off by default

• Environment must be managed (Preview customers not enforced)

• Environments must have Pay-as-you-go plan linked (enforced for all)

• Turning feature on actively replicates storage to paired region

• Customers can perform planned self-service Disaster recovery drills

• Customers can perform self-service Emergency response to a regional outages

• Cross-region replication lag target 15 min

• Restore time target is 5 minutes

Public 
preview 
Data
As of
April 15



Classified as Microsoft Confidential

Disaster Recovery in PPAC Disaster recovery is a first-
class operation in PPAC



Classified as Microsoft Confidential

Disaster Recovery Panel Environment must be 
Managed



Classified as Microsoft Confidential

SSDR consumes paid capacity Pay-as-you-go is required



Classified as Microsoft Confidential

Preparing the Environment for 
Self-service Disaster Recovery

Platform initiates steps to 
prepare environment resources 
once SSDR is turned on 



Classified as Microsoft Confidential

Initiating disaster recovery
Admin can choose planned or 
unplanned failover the latter 
incurring data loss



Classified as Microsoft Confidential

Unplanned failover
Possible data loss represented 
as the time when data was last 
sync’d to paired region



Classified as Microsoft Confidential

SSDR is an environment lifecycle 
operation

Modeled the same as copy, 
restore, delete, etc



Classified as Microsoft Confidential

Environment back in ready state
Disaster recovery state included in 
Disaster Recovery card in 
environment details page



Classified as Microsoft Confidential

Operation recorded in 
environment history

Admin can determine actual 
recovery time by start and end 
time in history



Classified as Microsoft Confidential

Environment in paired region



Classified as Microsoft Confidential

admin alerted of potential 
limitations

Admins are advised to switch 
back when primary  region is 
healthy



Classified as Microsoft Confidential

Switch back is a planned failover No data loss same as disaster 
recovery drill



Classified as Microsoft Confidential

self service disaster recovery 
billing

Consumed capacity and experience



Classified as Microsoft Confidential

Disaster recovery capacity-based billing

Availability zone redundancy is included with customers' paid subscription. It is available to 
Production environments at no additional cost.

Self-service disaster recovery has additional costs

• Customers that require self-service disaster recovery to a cross-region replica, and unlimited disaster 
recovery drills will need to enable it on their managed production environments. It is disabled by default.

• Enabling the environment will incur charges based on the capacity consumed in the paired region for 
Database, File and Log

• Capacity is charged at the same rate as customer's primary storage cost; and consumption experience is 
in the familiar licensing experience within PPAC

• To prevent overages and impacts due to overage (e.g., creation of new environments), self-serve DR 
requires that the environment is linked to a pay-as-you-go (PAYG) billing plan

• Unless the environment is completely pay-as-you-go the tenant entitled capacity will be consumed first. 
To control tenant capacity consumption, admins can allocate capacity to the environment, after which 
pay-as-you-go plan will be billed

• Customer cannot turn off pay-as-you-go in billing experience if it has self-service disaster recovery turned 
on; they must disable self-service disaster recovery (replication deleted) first



Classified as Microsoft Confidential

Capacity experience When SSDR not enabled



Classified as Microsoft Confidential

Capacity experience when SSDR is 
active

Disaster recovery active

Tag in Dataverse capacity



Classified as Microsoft Confidential

SSDR capacity experience DR specific consumption 
clearly identified



Classified as Microsoft Confidential

Disabling disaster recovery



Classified as Microsoft Confidential

Disabling self-service disaster recovery SSDR can be turned off



Classified as Microsoft Confidential

Disabling DR will delete data in 
paired region

There is not impact on 
environment in primary 
region



Classified as Microsoft Confidential

SSDR Cannot be disabled while in 
secondary region

To avoid customer impact due 
to possible limitations 



Classified as Microsoft Confidential

Customer must switch to primary 
region first



Agenda
1. BCDR 101
2. Built-In Disaster Recovery with Azure Availability Zones
3. Self-Service Disaster Recovery Feature + Presentation
4. Self-Service Disaster Recovery Roadmap

43



Introducing Managed Availability 

GV

Managed Availability

Enterprise Grade Reliability and Availability for Mission Critical Workloads

Self-serve cross-region DR 

drills for compliance

Self-serve cross-region 

disaster recovery

Near-zero downtime with 

Azure availability zones

Automated backup & point in 

time restore

High Availability BCDR Agility

Introducing Managed Availability for Power Platform - Microsoft Power Platform Blog 

https://www.microsoft.com/en-us/power-platform/blog/it-pro/introducing-managed-availability-for-power-platform/


End-to-end scenarios

• Power platform and Dynamics 365 applications are in scope for managed 
availability

• Disaster recovery drills where an environment and Dataverse is switched to the 
paired region, customer’s end-users, processes, etc should not experience impact 
or disruptions

• Disaster recovery emergency response during a region-wide outage, when a 
customer is impacted due to the outage, may continue to experience impact for 
certain functionality. Engineering teams may need to perform manual operations on 
the backend to failover key capabilities

• Engineering teams continue to onboard to self-service disaster recovery lifecycle 
operation to eliminate disruptions and reduce the need for manual operations



Reference 
URLs

46

Business continuity and disaster recovery for Dynamics 365 SaaS apps - Power 
Platform | Microsoft Learn

What are Azure availability zones? | Microsoft Learn

Azure region pairs and nonpaired regions | Microsoft Learn

Release Planner Availability Reports · Microsoft Release Planner

https://learn.microsoft.com/en-us/power-platform/admin/business-continuity-disaster-recovery?tabs=new
https://learn.microsoft.com/en-us/power-platform/admin/business-continuity-disaster-recovery?tabs=new
https://learn.microsoft.com/en-us/azure/reliability/availability-zones-overview?tabs=azure-cli
https://learn.microsoft.com/en-us/azure/reliability/regions-paired#paired-regions
https://releaseplans.microsoft.com/en-us/availability-reports/?report=productgeoreport


Summarizing: “Built-In” and “Self Service”
Redundancy Class Built-In Self Service

Cost Model Included Additional Prod Storage

Redundancy Purpose Within Region Across Regions

Redundancy Technique Availability Zones Cross Region Backups

Replication Method Synchronous Asynchronous

Data Loss Metric RPO Replication Lag

System Outage Metric RTO RTO

Please note! 
▪ Not all Regions have Availability Zones enabled currently
▪ In this scenario, a backup is still held in a separate region (legacy model) 
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