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Business Continuity and Disaster Recovery

BCDR (Business Continuity and Disaster Recovery) ensures that an
organization can maintain operations during disruptions and recover
quickly from disasters.

Business continuity focuses on keeping essential functions running;
Disaster recovery restores |IT systems and data after an incident.

Together, they minimize downtime, protect assets, and ensure resilience
against cyberattacks, natural disasters, or system failures.

The "why" of BCDR potentially has many answers, and the "when" of business continuity and disaster
recovery is similarly nuanced. Organizations must weigh several factors before declaring a disaster and
triggering the BCDR plan. Chief among those is the expected duration of an outage, its effects on the
organization, the financial cost of activating the BCDR plan and the plan's potential to cause disruption itself.
Paradoxically, the process of failing over from an organization's primary place of business to a backup facility -

- and then failing back after an event -- might significantly interrupt operations, noted Paul Thomann, regional
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What Disasters is BCDR Designed For?

1z

Examples of what Dynamics 365 Examples of what Dynamics 365
BCDR covers: BCDR doesn’t cover:

- Natural Disasters - Cybersecurity Threats

- Infrastructure Failures - Human Errors

- Power Outages - Supply Chain Disruptions

- System Failures



BCDR Concepts:

Recovery Point Objective (RPO) The largest potential data loss Built-In

It is measured in time not volume (“x
minutes of data”)

Recovery Time Objective (RTO) The longest potential downtime Built-In

Replication Lag Delay between when data is written to the Premium / Self-Service
primary system and when itis replicated to
a secondary or backup location

i ]
RPO Hours Disaster! RTO

Lost Data Time Down

Disaster recovery overview for Microsoft Azure products and services | Microsoft Learn

Please note!
[1] RTO / RPO references within this presentation are specific to Dynamics 365 offering.
[2] Each organization may have different RTO / RPO due to factors such as customizations, 3rd-party applications, etc.


https://learn.microsoft.com/en-us/azure/reliability/disaster-recovery-overview

BCDR Concepts: Country | GEO | Region

-

Geography . .
[GEO] = GEOs are used for compliance, regulatory, and data sovereignty reasons

Chosen by customer

Selected when tenant is first created during sign up; maps provisioned environment to a
geography which can be go-local, multi-country or sovereign

A grouping that defines data residency boundaries

= Choosing the right Geo ensures compliance with regulations (e.g., GDPR in the EU)
= Examples: United States, Europe, Japan

More precise physical location (within a GEO)
= Regions define specific Azure data centers where workloads are hosted
= Choosingthe right Region ensures compliance with regulations (e.g., GDPR in the EU)

Region = Examples (not a comprehensive list!):
GEO: United States / Regions: East US, West US
GEO: Europe / Regions: North Europe, West Europe

GEO: Japan / Regions: Japan East, Japan West



BCDR Concepts: GEO




BCDR Concepts: Region

GEO = United States Region = East US

Please note! States are not automatically assigned to a region based on location; this is high level
representation of which Customers may likely choose US East



BCDR Concepts: Availability Zones

Region = East US Availability Zones

-

Please note! Availability zones are far enough apart to reduce the likelihood of an outage affecting
more than one zone, but close enough to have low-latency connections to other availability zones.
The distance between availability zones is typically 60 miles, or 100 kilometers.
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Dynamics 365 Resiliency: Built-In (Default)

Redundancy Type

Within-Datacenter

aaaaaaaaaaaaa

AVAILABILITY
ZONE 3

Mitigates 1. Within Data

Center “A”

~ "
One or more IS i ’ 3. Cross-
aaaaaaaaaaa Sl B
Region

Failures Within Datacenters
Examples: rack failures

Cross-Datacenter
(or Availability Zone)

Failures of a Single Datacenter
Examples: power/cooling/networking

Cross-Region

Failures of all Datacenters in a Region
Examples: earthquakes



Dynamics 365 Resiliency: Built-In (Default)
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Built-In Disaster Recovery: Data Replication Method:
Resiliency within a Region Synchronous

Examples:

GEO: United States
Region: East US

Availability Zone/Data Center
Location: East US (Virginia)

GEO: Europe
Region: North Europe

Availability Zone/Data Center
Location: West Europe (Netherlands)

Please note!

Applicable for production;
not for sandboxes



Dynamics 365 Resiliency: Built-In Availability Zones

AVAILABILITY
ZONE 2

Availability Zones protect your applications and data Azure Geography

from infrastructure disruptions. They are distinct
physical locations within an Azure region

Disaster

AVAILABILITY Recovery

ZONE 3

AVAILABILITY

Each AZ = Contains one or more datacenters ZONE 1

One or more
data centers

Each AZ is equipped with independent power, = = Uil paths conmiecting =SS S

cooling, and networking

Zone-enabled regions have typically 3 Availability
Zones

Azure Region



Dynamics 365 Resiliency: Built-In Availability Zones

Site: US East

Core end user scenarios that run in the Availability Zone #1 Availability Zone #2

- .
Ull Runtime Planes are deployed across 3 zones
- with synchronous data replication for Management Plane Management Plane
Production environments. : =
Runtime Plane Runtime Plane
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Availability Zone #3

Management Plane

Synchronous replication results in zero
replication lag and therefore enabling
customers to achieve an RPO target of near
0 seconds.

N

Runtime Plane

Automated failover enables customers to
achieve an RTO target of 5 minutes.
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Built-In resiliency real-World Experience

* |InJuly 2024, during a thermal event in UAE that impacted Zone 2, none of the critical services
were impacted. We only observed some impact to a legacy stack of Marketing service, which
Is scheduled for decommissioning by June 2025.
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Introduction to Managed Availability

Redundancy Type

Within-Datacenter

Cross-Datacenter

AVAILABILITY
ZONE 2

Mitigates . _

Azure Geography

AVAILABILITY
ZONE 3

AVAILABILITY
ZONE 1

eeeeeeeee
aaaaaaaaaaa

Failures Within Datacenters
Examples: rack failures

Failures of a Datacenter
Examples: power/cooling/networking

Cross-Region

Failures of all Datacenters in a Region
Examples: earthquakes




CE Resiliency: Premium (Self-Service)

Site: US West

Control Plane

Management Plane

Replication

Site: US East

Availability Zone #1

Island 701
Island 702
Island 703

Management Plane

Runtime Plane

Availability Zone #2

Management Plane

Runtime Plane

Island 701
Island 703

Availability Zone #3

Management Plane

Runtime Plane

Island 701
Island 703




CE Resiliency: Premium (Self Service)
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Premium Disaster Recovery: Data Replication Method: Examples:
Resiliency across Regions Asynchronous

GEO: United States
Region: West US &= East US
Data Center Location: California & Virginia

GEO: Europe
Region: West Europe &= North Europe
Data Center Location: Netherlands &——= Ireland



Self-Service Disaster Recovery Introduction

Admins can turn on for Production type environments in PPAC; Feature is off by default

Environment must be managed (Preview customers not enforced)

Environments must have Pay-as-you-go plan linked (enforced for all)

Turning feature on actively replicates storage to paired region

Customers can perform planned self-service Disaster recovery drills

Customers can perform self-service Emergency response to a regional outages

Cross-region replication lag target 15 min

Restore time target is 5 minutes

Public
preview
Data

As of
April 15

Preview adoption per month

Total 573 tenants
438
117
- —
15-Feb 15-Mar = 15-Apr

W tenants 18 117 438

Environments Total 702
VIP 50
Managed 405
Usage (last 30 days) DR drills 25
Emergency response 15
QOutage duration (RTO) | DR drill = 1.09 minutes 1.09
in minutes
Emergency response 1.9
Switch back 2.3




:it  Power Platform admin center R Search for settings, pages, and more New admin center @D 5 ? )
@ X Deselect @ Detailed view Cf Open ¢ Edit managed environments & Resources e Settings " Convert to sandbox [™ Disaster Recovery -+ | O Search
Home Manage &
@ @ Environments ETOEGIETE
Actions
f; P Environment groups An environment is a space to store, manage, and share your organization’s business data, apps, chatbots, and flows. When an environment is managed, it allows you greater visibility and control.
Manage )
f@@ Tenant settings
(&
y 'f' Data Environment Type State Dataverse Managed Region Release Cycle Group
Monitor
O @ Data (preview) (] ACS210.4GER e Production Ready Yes Yes Germany Standard -
Security
2 Data integration
O, AContosoEnvironment T Production Ready Yes Yes Canada Standard grpl
Deployment P@ Data export
. ACS310.3AP) T Production Ready ‘fes Yes Asia Standard -
Products
Licensing
AC5310.3AF) T Sandbox Ready Yes Mo Asia Standard -
@ & Power Apps
Copilot ¥» Power Automate ACS310.3UAE ot Sandbox Ready Yes No Unitaed Arab Emirat... Standard -
ot <3 Power Pages AC5210.2NAM Production Ready Yes Yes United States Standard .
™ Dynamics 365 Apps
testinguerregion001 T Sandbox Ready Yes Mo Europe Standard -
@ Dataverse
swisscheese o Sandbox Ready Yes No Switzerland Standard -
Power Evaluator T Sandbox Ready Yes No United States Standard -
test3 T Sandbox Ready Yes Yes Australia Standard arp1
RestoreNRD_APIO1 b Sandbox Ready Yes No Asia Standard -
~

isaster Recovery in PPAC i 0




Disaster Recovery X
ACS210.2NAM

1 (i) Enabling this feature will upgrade this environment's
business continuity capabilities to include self-serve
disaster recovery during regional outage and to
perform disaster recovery drills. Learn more

Turn on disaster recovery

Environment must be

Disaster Recovery Panel Mareae




Disaster Recovery X
test4242

@ Enabling this feature will upgrade this environment's
business continuity capabilities to include self-serve
disaster recovery during regional outage and to
perform disaster recovery drills. Learn more

A Pay-as-you-go billing plan is required to use
this feature.

SSDR consumes paid capacity Pay-as-you-go is required




Disaster Recovery X
ACS210.2NAM

@ Enabling this feature will upgrade this environment's
business continuity capabilities to include self-serve
disaster recovery during regional outage and to
perform disaster recovery drills. Learn more

Enabling environment for disaster recovery,
' this will take some time.
Please check again later.

Preparing the Environment for Platform initiates steps to

prepare environment resources

Self-service Disaster Recovery once SSDR is turned on




Disaster Recovery X

AContosoEnvironment

| @ Enabling this feature will upgrade this envirenment's
business continuity capabilities to include self-serve
disaster recovery during regional outage and to
perform disaster recovery drills. Lear more

Environment ready for disaster recovery.

Select disaster recovery reason *

Disaster recovery drill

Emergency response

Cancel

Admin can choose planned or

Initiating disaster recovery unplanned failover the latter

incurring data loss




Disaster Recovery X

Environment will be switched from its primary region to its paired
region as of 04/27/2025 5:03 PM. Data changed or updated after
this time may not be restored. Are you sure you want to proceed?

Note: This operation may take a few minutes to complete.
@ During this time the environment will appear as 'Running’ and
will return to 'Ready’ once the operation completes.

Enter the environment name, AContosoEnvironment, to
confirm

Cancel

Possible data loss represented

Unplanned faiIOver as the time when data was last

sync’d to paired region
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i Power Platform admin center L Search for settings, pages, and more New admin center @D e )
@ 7 Open f Edit managed environments E2 Resources v '@ History Status updated at 5:08:24 PM, 4,/27/2025 O Check status
(G Manage Gl
@ I@- Emergency disaster recovery started at 4/27/2025, 5:08:04 PM. Currently in progress.
& cnvironments
Actions
fg Pa Environment groups Environments > AContosoEnvironment
Manage )
£53 Tenant settings
xy
il e Emergency Disaster Recovery details
Monitor

O & Data (preview)

Security Validate Run
EL Data integration

2

o

Deployment ﬁ, Data export
Prepare Finalize
Products

Licensing

@ & Power Apps

Copilat 72> Power Automate
@ @ Power Pages
Support

™ Dynamics 365 Apps

® Dataverse

Admin Feedback
centers

SSDR is an environment lifecycle Modeled the amERE—

restore, delete, etc

operation




i1 Power Platform admin center AL Search for settings, pages, and more New admin center ‘) P 53 ? 'QY)

@ Cf Open 7 Edit managed environments [ Resources ~ €5 Settings " Converttosandbox [0 Disaster Recovery Y= Backup + Restore ~ [ Copy [i] Delete O History
Home Manage Gl
@ @ Emergency disaster recovery completed at 4,/27/2025, 5:09:56 PM. Open panel. X
& Environments
Actions
,; @ Environment groups Environments > AContosoEnvironment
Manage .
ﬁ?} Tenant settings
Y
Gt e Details Seeall Edit Disaster Recovery Open

Monitor

O &> Data (preview)

ot Environment URL State This environment is in a paired region with limited
A £ Data integration orgdecf2b324.crm3.dynamics.com Ready resources. The primary region is recommended.
2
Deployment fo Data export Region Refresh cadence
_ Canada Frequent
Products
Licensing Type Security group Access
@ <® Power Apps Production Not assigned
Copilot ¥ Power Automate L . Security roles
Organization ID Environment ID See all
@ S Power Pages 05ccd617-a8e7-4d1a-a77b-ec37eee9a021 aed15efb-6908-4759-8ed9-30e6fbabf7 e
Support Teams
™ Dynamics 365 Apps Created by See all
Rahul Jajoo
@ Dataverse Users
See all
o 525 apps
Auditin Manage
9 2 See all
Auditing enabled Retain audit logs for Business units
No Forever See all
@ Free up capacity
Pt Delete audit logs

centers

Disaster recovery state included in

Environment back in ready state Disaster Recovery card n

environment details page




i1 Power Platform admin center 2 Search for settings, pages, and more New admin center @) ¢ ] ? )

@

tome Manage & Environments > AContosoEnvironment > History
@ @ Environments I
Actions
2 T Environment groups
b | 4/27/2025, 5:08:04 PM
e £33 Tenant settings Emergency Disaster Recovery
Q%I Data
Monitor Start time
O &> Data (preview) 4/27/2025, 5:08:04 PM
Security
) 2, Data integration End time
—, 4/27/2025, 5:09:56 PM
Deployment P@ Data export
= Initiated b
Products .m = .)"
o imad yanni
Licensing
® Power Apps
@ = Status
Copilot % Power Automate Succeeded
@ & Power Pages
Support
™ Dynamics 365 Apps
@ Dataverse

4/25/2025, 11:30:26 AM -
Switch to Primary Region

Start time
4/25/2025, 11:30:26 AM

@ End time
Admin 4/25/2025, 11:32:34 AM

centers

OperatiOn record ed in Admin can determine actual

recovery time by start and end

environment history time in history




Environment in paired region



Disaster Recovery X

AContosoEnvirenment

@ Enabling this feature will upgrade this environment's
business continuity capabilities to include self-serve
disaster recovery during regional outage and to
perform disaster recovery drills. Learn more

/I\ This environment is in a paired region with
limited resources. The primary regicn is
recommended.

|:| Switch to primary region

Cancel

admin alerted Of pOtentlaI Admins are advised to switch

back when primary region is

|ImltathnS healthy




Disaster Recovery X

Environment will be switched from its paired region to its
primary region without data loss. Are you sure you want to
proceed?

Note: This operation may take a few minutes to complete. During
@ this time the environment will appear as ‘Running’ and will return
to 'Ready’ once the operation completes.

Enter the environment name, AContosoEnvironment, to
confirm

Cancel

No data loss same as disaster

Switch back is a planned failover reconalr ]




self service disaster recovery
billing

Consumed capacity and experience



Disaster recovery capacity-based billing

Availability zone redundancy is included with customers' paid subscription. It is available to
Production environments at no additional cost.

Self-service disaster recovery has additional costs

* Customers that require self-service disaster recovery to a cross-region replica, and unlimited disaster
recovery drills will need to enable it on their managed production environments. It is disabled by default.

* Enabling the environment will incur charges based on the capacity consumed in the paired region for
Database, File and Log

* Capacity is charged at the same rate as customer's primary storage cost; and consumption experience is
in the familiar licensing experience within PPAC

« To prevent overages and impacts due to overage (e.g., creation of new environments), self-serve DR
requires that the environment is linked to a pay-as-you-go (PAYG) billing plan

* Unless the environment is completely pay-as-you-go the tenant entitled capacity will be consumed first.
To control tenant capacity consumption, admins can allocate capacity to the environment, after which
pay-as-you-go plan will be billed

Customer cannot turn off pay-as-you-go in billing experience if it has self-service disaster recovery turned
on; they must disable self-service disaster recovery (I?epllcatlon deleted) first



::z Power Platform admin center L Search for settings, pages, and more New admin center () P D e Eiey] ? lf/l‘{\‘

NS

fome Licensing ED Licenses (Preview)

@ Billing Plans
Actons & J Summary Environments

{g &b Capacity add-ons
Manage test4242 Change environment

Products
D

] Region: United States + Environment type: Production

Monitor & Power Apps

O 2> Power Automate
Securit
ey <& Power Pages Purchase licenses E", Manage capacity &3 Manage billing plans

Deployment @ COp”Ot Studio
€@ Dataverse

@) Dataverse

Licensing
@ &, Finance and Operations Usage per storage type
Copilot
0 Last updated on 04/27/2025 9:30 PM Database usage Month to date
Suppart Storage Type Usage Pay-as-you-go Usage
2
8 Database —— .38 GB/0 MB 0 MB
B Log 0 MB/0 MB 0 MB
15 _'_,.--‘__--._,__ R ——
O e CEE—— $2322 MB/OMB O MB @
g 1
2
3
05
& 0
Admin
centers April 17 April 18 April 19 April 20 April21  April 22 Apiil 23 April 24 April 25 April 26 April 27

aC|ty eXperlence When SSDR not enabled




R

Home

@

Actions

4

Manage

D
Wil
Monitor

O

Security

§ O

=

Deployment

)

Licensing

@

Copilot

6

Support

-
@-
Admin
centers

Power Platform admin center

Licensing D

B Billing Plans

&} Capacity add-ons
Products

@ Power Apps

22 Power Automate
& Power Pages

&7 Copilot Studio
@ Dataverse

&, Finance and Operations

L Search for settings, pages, and more

Licenses (Preview)
Summary Environments

test4242 Change environment
Region: United States = Environment type: Production

Disaster recovery active

New admin center ‘) T D op s ? @

Purchase licenses [} Manage capacity &3 Manage billing plans

@ Dataverse

@ Cross-region backup turned on The info here shows the additional replicated storage consumption from turning on the disaster recovery setting, Cross-region backup. Learn more

Usage per storage type

Last updated on 04/28/2025 1:24 PM

Storage Type Usage
8 Database 1.38 GB/O MB
B log 0 MB/0 MB
m - - - -

Database usage

Pay-as-you-go

Usage
2
o MB
0MB
15 -
- R |

Capacity experience when SSDR is

active

Disaster recovery active

Tag in Dataverse capacity




Database usage ) Moath 1o date

Usage
4

»
e
& 9 /
2 .
b Vs
-
L
L .
P
-
J o > 0 .\
(\ , \'\ \' -\\ 4 "\ ; .‘\
- 2 : - ' 2
- > w o W

w Totalusage M Prepaidusage W Owerage W Pay-asyou-go = Entitled capacity
Please expect 3 delay of 3 few hours between Dataverse trend data and snapshot data in the summary tie

DR specific consumption

SSDR capacity experience clearly identified




Disabling disaster recovery



Disaster Recovery X
test4242

: @ Enabling this feature will upgrade this environment's
business continuity capabilities to include self-serve
disaster recovery during regional outage and to
perform disaster recovery drills. Learn more

|_| Turn on disaster recovery

Disabling self-service disaster recovery  ssbRcanbe turned off




Disaster Recovery %

Disabling Disaster recovery will delete all environment data
replicated in paired region.

You will lose the ability to switch between region during
emergencies or for audit drills.

Enter the environment name, test4242, to confirm

Cancel

Disabling DR will delete data in There is not impact on

environment in primary

paired region region




Disaster Recovery X
testd242

| @ Enabling this feature will upgrade this environment's
business continuity capabilities to include self-serve
disaster recovery during regional outage and to
perform disaster recovery drills. Learn more

A This environment is in a paired region with
limited resources. The primary region is
recommended.

|_| Switch to primary region

Cancel

SSDR CannOt be disabled While in To avoid customerimpact due

SECOndary region to possible limitations




Disaster Recovery X
test4242

] @ Enabling this feature will upgrade this environment's
business continuity capabilities to include self-serve
disaster recovery during regional outage and to
perform disaster recovery drills. Learn more

/\ This environment is in a paired region with
limited resources. The primary region is
recommended.

Switch to primary region

Customer must switch to primary

region first
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Managed Availability

Enterprise Grade Reliability and Availability for Mission Critical Workloads

High Availability BCDR Agility
4 N\ )
Near-zero downtime with Self-serve cross-region
Azure availability zones disaster recovery
\ /L J
4 N ( )
Automated backup & point in Self-serve cross-region DR
time restore drills for compliance
\ / \\ J

———————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

N ———————— - — - —— - — - - -


https://www.microsoft.com/en-us/power-platform/blog/it-pro/introducing-managed-availability-for-power-platform/

End-to-end scenarios

* Power platform and Dynamics 365 applications are in scope for managed
availability

* Disaster recovery drills where an environment and Dataverse is switched to the
paired region, customer’s end-users, processes, etc should not experience impact
or disruptions

* Disaster recovery emergency response during a region-wide outage, when a
customer is impacted due to the outage, may continue to experience impact for
certain functionality. Engineering teams may need to perform manual operations on
the backend to failover key capabilities

* Engineering teams continue to onboard to self-service disaster recovery lifecycle
operation to eliminate disruptions and reduce the need for manual operations



Bf Microsoft Dynamics 365

Reference
URLs

Business continuity and disaster recovery for Dynamics 365 SaaS apps - Power

Platform | Microsoft Learn

What are Azure availability zones? | Microsoft Learn

Azure region pairs and nonpaired regions | Microsoft Learn

Release Planner Availability Reports - Microsoft Release Planner

46


https://learn.microsoft.com/en-us/power-platform/admin/business-continuity-disaster-recovery?tabs=new
https://learn.microsoft.com/en-us/power-platform/admin/business-continuity-disaster-recovery?tabs=new
https://learn.microsoft.com/en-us/azure/reliability/availability-zones-overview?tabs=azure-cli
https://learn.microsoft.com/en-us/azure/reliability/regions-paired#paired-regions
https://releaseplans.microsoft.com/en-us/availability-reports/?report=productgeoreport

Summarizing: “Built-In” and “Self Service”

Redundancy Class Built-In Self Service
Cost Model Included Additional Prod Storage
Redundancy Purpose Within Region Across Regions
Redundancy Technique Availability Zones Cross Region Backups
Replication Method Synchronous Asynchronous

Data Loss Metric RPO Replication Lag

System Outage Metric RTO RTO

Please note!
= Not all Regions have Availability Zones enabled currently
= |nthis scenario, a backup is still held in a separate region (legacy model)



Survey QR Code

TechTalk: Dynamics 365 BCDR:
Managed Availability (2)
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